
T
ru

s
tw

o
rt

h
y
 N

e
tw

o
rk

in
g

 P
ro

g
ra

m
 

1 1 

Characterization of the  

ñSize and Shapeò of  

Static RPKI 

 

December 7, 2010 

Okhee Kim, K. Sriram, Oliver Borchert, and Doug Montgomery 

 
Contact: {okim, ksriram, borchert, dougm}@nist.gov  



T
ru

s
tw

o
rt

h
y
 N

e
tw

o
rk

in
g

 P
ro

g
ra

m
 

2 2 

Outline    

ÁGoals 

ÁMethodology 

ÁQuantitative analysis of the current 

resource allocations 

ÁCharacterization of static RPKI 

ÁConclusions 
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NISTôs Goals   

ÁDevelop models of the ñsize and shapeò of a potential 
global RPKI structure from existing RIR/IRR databases. 

ÁProvide quantitative analyses of the scalability and the 
potential performance impact of global-scale deployed 
RPKI on routing dynamics. 

ÁStudy the potential future changes in routing 
information infrastructure.  

ÁEvaluate how such issues as IPv4 address exhaustion 
will impact on the deployed RPKI. 

ÁAssess the potential load and weaknesses of the 
ñmoving partsò of the proposed RPKI infrastructure. 
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Methodology (1 of 2)   

Á Use NIST TERRAIN DB data:  
Å Global bulk Whois databases: 

* 5 RIRs and IRRs from the RADB site. 

Å BGP trace data: 
* RIPE NCC and Route Views.  

Á Develop models of the potential global RPKI infrastructure: 
Å Select all distinctively registered objects. 

Å For multiple registrations across RIRs: 
* Select one from a RIR where the resource is allocated to, if exists. 

* If not, select one arbitrarily among RIRs/IRRs. 

* For APNIC, the same resource may be registered in different registries such as 
RIR and/or NIR.  In this case, select one that contains the ñstatus:ò attribute. 

Å Build number resources (IPv4 and ASN) structures describing allocation 
chains. 

Å Classify selected objects per region based on IANA allocation registries: 
* ARIN / RIPE / APNIC / AFRINIC / LACNIC / LEGACY / ERX. 
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Methodology (2 of 2)  
ÁDetails of building number resources structures: 
ÅASNs:  

* For SWIP: 

ï Distinct ASHandles. 

ï Distinct ASNs (aut-nums) registered in RPSL (i.e., aut-num), which are assigned to 
ARIN but not registered in SWIP (as either a single ASN or AS range). 

* For RPSL: 

ï Unique aut-nums. 

ï as-block objects that contain a range of ASNs in RPSL.  Note that some as-blocks 
contain a single ASN (e.g., ASn ï ASn), most of which have corresponding either aut-
num or ASHandle objects. 

ÅIPv4 addresses: 

* Globally distinct inetnums in RPSL and NetRanges in SWIP. 

* For multiple registrations, select one from a RIR where the resource is allocated 
to, if exists. 

* If not, select one arbitrarily among RIRs/IRRs. 

* Partial registrations from a /8 block may be found in other RIRs but they are 
considered to belong to the same RIR where the /8 is allocated 

* Exceptions in LEGACY/ERX IP address space: 

ïThe LEGACY/ERX blocks may contain a large number of cross-RIR partial 
allocations, especially between RPSL and SWIP.  These partial allocations 
are combined before processing.  

ïExample: If 129.1/16 registered in RIPE (RPSL) and 129.2/16 registered in 
ARIN (SWIP), then both 129.1/16 and 129.2/16 are considered as 
LEGACY/ERX.   
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ERX Partial Allocations Examples 

Á129/8: currently administered by ARIN: 
ÅPartial allocations in SWIP: 396 

ÅPartial allocations in RPSL: 592 

ÅMulti registrations in both SWIP and RPSL: 30 

Á151/8: currently administered by RIPE NCC: 
ÅPartial allocations in RPSL: 6,999 

ÅPartial allocations in SWIP: 2,084 

ÅMulti registrations in both SWIP and RPSL: 15 

Á198/8: currently administered by ARIN 
ÅPartial allocations in RPSL: 320 

ÅPartial allocations in SWIP: 15,760 

ÅMulti registration in both SWIP and RPSL: 63 
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Distribution of Registry IPv4 Address 

Allocations/Assignments 
         Registry data date: 2009-02-18 

* Prefix Length NULL indicates that an address block cannot be represented by a single CIDR. 

+ from both RPSL and SWIP except duplicates. 

As of August 2010, 14 /8 blocks are unallocated. 

RIR # of /8 

blocks 

# objects 

p_len=NULL* 

# objects 

p_len <= 24 

# objects 

p_len >= 25 

Total 

# objects 

ARIN 31 17 145 1,667 1,829 

RIPE 28 24 248 2,262 2,534 

APNIC 30 13 100 1,004 1,117 

AfriNIC 2 0 1 5 6 

LACNIC+ 6 0 36 40 76 

LEGACY/ 

ERX+ 

92 4 59 144 207 

Total 189 58 589 5,122 5,769 

Unit: 1k objects 
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Distribution of Global ASN Assignment  
Based on IANA and RIR/IRR Datasets 

                     

RIR AS single AS block 

ARIN 18,862 137 

RIPE 17,280 59 

APNIC 5,082 70 

AfriNIC 406 4 

LACNIC 1,391 2 

Total 43,021 272 

         Registry data date: 2009-02-18 
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Distribution of Potential ROAs  
Based on Route Object Registrations 

         Registry data date: 2009-02-18 

+ Standalone IRRs includes all individual IRRs mirrored from the RADB site. 

RIR # objects 

p_len <= 24 

# objects 

p_len >= 25 

Total 

# objects 

ARIN-SWIP 15.5 77 92.6 

ARIN-RPSL 8.2 0.2 8.4 

RIPE 96.4 1.5 97.9 

JPIRR 0.6 0.6 

APNIC 28 0 28 

Standalone 

IRRs + 

403 27.3 430.3 

Total 551.7 106 657.8 

Unit: 1k objects 


